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Coveredca Inc. (PPHC): Enterprise Framework for a Security Program  
Coveredca Inc.is a California based healthcare business which allows residents to book and apply their healthcare insurance online. The company allows people and businesses to compare health insurance quotes and plans and choose the best according to their preferences. Coveredca is established under the Federal Patient Protection and Affordable Care Act (ACA). The company offers four different option each indicating what the consumer will pay including the bronze, silver, gold, and platinum levels. The company allows consumers to apply for health insurance online without the hassle of visiting health insurance offices. When developing the enterprise framework for a security program for the company, it is clear that the company must be compliant with two federal regulations which include Americans with Disabilities Act (ADA) and the California Online Privacy Protection Act of 2003 (CalOPPA).
Americans with Disabilities Act (ADA)
The American with Disabilities Act is a regulation that requires accessible design and use of usable electronic technology for people with disabilities (Gordon, & Keiser, 2016). Organizations that require compliance with ADA include private corporations, local government agencies, state corporations, and businesses that operate for the benefit of the public (Gordon, & Keiser, 2016). Since ADA encompasses all organizations using electronic technology, CoveredCA requires being compliant with this regulation.
California Online Privacy Protection Act of 2003 (CalOPPA)
The California Online Privacy Protection Act of 2003 is a state law requiring all online services and commercial websites to include a concise privacy policy on their websites (Godward, 2004). Websites that collect personal information from all California residents are required to indicate on their privacy policy the intent of collecting the user's data and how the company will be liable in case of breach of the data (Godward, 2004).
IT Security Program Framework Outline
1. IT Governance and Framework
The information security program architecture will be a platform on which information security programs will be implemented. The implementation will follow Coveredca Inc’s mission which is to provide customer focused, and affordable services at catalyst trust (Walton, 2018). The implementation of the information security program will follow the organization’s vision which is to maintain integrity in all its practices through accountability, reliability, responsiveness, and high level transparency (Walton, 2018). 
2. Value of the Security Architecture
The utmost value of the security architecture will be to protect the customers of Coveredca Inc. against the vulnerability that might be incurred by the organization from a disconnect between business requirements (Toth, 2017). For example, in case of a data breach, the company will have a backup plan to restore the data and implement necessary measures to prevent such attacks (Walton, 2018). In another instance, customers will be aware of the steps the company will take in case of a data breach and thus gain trust from customers. 
3. The development and implementation of an architecture plan 
Coveredca Inc. needs the security program architecture even though it will require broad expertise across the information security department (Walton, 2018). The objectives of the security architecture program are to protect the organization’s data and manage the specific risks that are associated with lack of compliance (Tang et al. 2018). 

4. Components of the IT Security Architecture
· Process vulnerability assessment
· Controls mapping
· Process development
· Policy development
· Regulatory requirements gaps analysis
· Enforce compliance (Walton, 2018). 
Security Framework Outline Explanation
AC-3 Access Enforcement
Under the California Online Privacy Protection Act of 2003 (CalOPPA), AC-3 Access Enforcement Coveredca Inc. will define the mandatory access control policies that will be enforced over the website. Coveredca Inc. will define subjects and data that will be collected from the users of the website and how it will be used (Toth, 2017). The information system will be coded to subject which type of data will be unauthorized to other system users and the measures that will be taken to prevent data breaches (Toth, 2017). Coveredca Inc. will use this NIST 800-53 control to establish the access control policy and procedures that address access enforcement and the IT security plan (Geffert, 2016). Implementing the AC-3 Access Enforcement will enable Coveredca Inc. to be compliant with California Online Privacy Protection Act (CalOPPA) and the privacy rights of the residents of California (Toth, 2017). The regulation requires the company to update the privacy policy according to current applications of the CalOPPA. 
AC-8 System Use Notification
The AC-8 System Use Notification NIST 800-171 Assessment & Compliance will be implemented to ensure compliance with the Americans with Disabilities Act (ADA). The AC-8 System Use Notification NIST 800-171 requires Coveredca Inc. to define a system that uses notification message to users before allowing them to access sensitive features that require decision making (Toth, 2017). The system notification massages can be verbal or visual to suit needs of people with visual, hearing, or any form of disability that may cause a disconnect. The system is supposed to display or announce information that provides access to data related to security and privacy data as a security procedure that is consistent to the federal laws, policies, and regulations (Toth, 2017). The organization also allows the setting of policy that ensures the monitoring and recording of information that is entered by users and to identify the personnel that will be responsible for system administration. 
AC-1 Access Control Policy and Procedures
The AC-1 NIST 800-171 control is in compliance with the California Online Privacy Protection Act of 2003 (CalOPPA). It establishes the purpose, scope, and management commitment of the organization’s user data management policy. It will enable Coveredca Inc. to develop the access control policy that defines personnel roles and procedures that keep the user data bases secure (Tang et al. 2018). In terms of compliance, the AC-1 NIST 800-171 control by defining personnel roles, it increases the level of security in the user database and prevents sensitive data such as payment details, names, and identification information from being breached from internal attacks (Toth, 2017). By heightening internal security, the organization is able to protect its users from identity theft, financial details hacking, and other form of online hacking. 
[bookmark: _GoBack]
AC-21 Information Sharing
The AC-21 Information Sharing NIST 800-171 control is a compliance regulation to the California Online Privacy Protection Act of 2003 (CalOPPA) and Americans with Disabilities Act (ADA). The AC-21 Information Sharing NIST 800-171 control defines information sharing practices when user discretion is required (Toth, 2017). This control facilitates information sharing by people with disabilities as well as regular users of the website as it assigns authorizations as to whether the access restriction should be defined by the organization or whether it should be defined by the system administrators (Toth, 2017). It also defines the collaboration decisions of information security responsibilities among them data administrators, network administrators, and other organizational personnel (Tang et al. 2018). After implementing these NIST 800-171 controls, Coveredca Inc. will be fully compliant with the Americans with Disabilities Act (ADA) and California Online Privacy Protection Act of 2003 (CalOPPA). Coveredca Inc. will protect its customers from vulnerabilities such as data breaches, hacking, and improve the overall website usability for people with disabilities. 
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